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Governor appoints Authority members

Gov. George H. Ryan recently appointed Elmhurst Police Chief
John J. Millner and Kankakee County Sheriff Timothy F.
Bukowski as members of the Authority.

Millner joined the ElImhurst Police Department in March
1972. He rose through the ranks and has been chief of the depart-
ment since 1986. The department has a staff of more than 120
employees and an $8 million budget.

Millner earned his bachelor’ s de-
greeat Lewis University in
Romeoville, and he has a master’ s de-
greein law enforcement
administration from Western Illinois
University. Heis a certified master in-
vestigative hypnotist and licensed
polygraph examiner in Illinois.
Millner is chairman of the Illinois At-
torney General’s Violenceto
Children Task Force, and president
for Northeast Multi-Regional Train-
ing, the largest mobile training region
inlllinois. He aso isvice president of the Illinois Assocation of
Chiefs of Police.

Millner replaces Roger Richards, the former police chief of
Fairview Heights. Richards was ap-
pointed to the board in 1987 for a
four-year term and was reappointed
twice after that. Hislast term expired
Jan. 18.

An eight-year veteran of the
Kankakee County Sheriff’s Depart-
ment, Bukowski was appointed sheriff
in 1996 and elected to hisfirst four-year
term in 1998. He wasinstrumental in
researching and implementing video ar-
raignment, which wasfirst utilized in
Kankakee County in 1994. He dso in-
troduced video visitation to the county
detention center, replacing face-to-face visits between inmates
and family.

Bukowski serves on the United States Attorney’s Law En-
forcement Executive Committee for central Illinois. Headsoisa
member of the lllinois Police Training Institute Advisory Board
and serves on the Attorney General’ s Missing and Murdered Chil-
dren Committee. Bukowski replaces Robert Nall, former sheriff
of Adams County.

Millner

Bukowski

Authority, ISP to implement new statewide
records management system

The Authority announced in July that it will be working with the
[llinois State Police to implement a fully integrated, statewide po-
lice records management system. The Authority has awarded 1SP
agrant of $873,000, including $655,000 from the U.S. Depart-
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ment of Justice’ s Byrne Formula Grant program and $218,000 in
matching state funds, to begin the project, which will be con-
ducted in close cooperation with the Illinois chiefs of police and
sheriffs associations.

The new system will eventually replace existing systems
used by the two agencies.

| SP has been using the Traffic Information and Planning Sys-
tem (TIPS) astheir primary records system since 1973. The new
system will provide them with improved information for allocat-
ing resources across Illinois and for combating crime.

The Authority developed and operates the Police Informa-
tion Management System (PIMS), which is used by 58 county
and municipal police agencies, mostly in the northern third of the
state. PIMS ismore than 8 years old and isin need of arewrite,
but it allows agencies to share information about enforcement and
investigative activities. This model of information sharing will be
akey component of a new, comprehensive, statewide system.

Federal fiscal year grants designated

The Authority recently received designationsfor several grants
from the U.S. Department of Justice for federal fiscal year 1999,
which began Oct. 1, 1998.

The Residential Substance Abuse Treatment (RSAT) pro-
gram received $1,868,761 to continue providing residential
substance abuse treatment to state prisoners. Most of the funds go
to the Illinois Department of Corrections.

To be dligible for funding, programs must provide treatment
for six to 12 months, offer servicesin aresidential setting away
from the general inmate population, focus on substance abuse
problems, and develop inmates’ social, cognitive, behaviora and
vocational skills.

1999 funding for the RSAT program decreased from
$1,924,928 in federal fiscal year 1998.

The L ocal Law Enforcement Block Grant program re-
ceived $1,091,232 to provide equipment funding to local
agencies. A request for proposals from law enforcement agencies
will be issued in October. Grants are awarded for equipment pur-
chases under $20,000.

About $8.7 million was designated for the Juvenile Ac-
countability Incentive Block Grant (JAIBG) program, the same
amount received last year. JAIBG funds may be used to build, ex-
pand, and renovate juvenile correction and detention facilities,
administer juvenile accountability-based sanctions, and hire court
and correctional personnel. Funding also may be provided for
technology, equipment, and training to assist prosecutors in expe-
diting the prosecution of violent juvenile offenders.

The State | dentification Systems (SIS) program received
$163,156 to assist the lllinois State Police in establishing, devel-
oping, or upgrading identification systems. SIS funding allows
state police identification, DNA, and fingerprinting systems to
integrate and remain compatible with similar programs used by
the FBI

Funding for State Identification Systems decreased from
$194, 711 in federal fiscal year 1998.

These awards are in addition to other programs for which
federal awards have aready been designated.

ISP funds livescan expansion

The lllinois State Police distributed $1.5 million toward juvenile
justice effortsin the state at the close of fiscal year 1999. The
funding will be used to purchase livescan fingerprint technology
that allows state agenciesto share juvenile criminal information.

Livescan equipment identifies juvenile offenders through a
database kept by state police. More agencies will have accessto
criminal history records with the funding. “Police officers, state’'s
attorney’s, and all of those involved in the criminal justice system
will know whether ayoung personis afirst offender and what
kind of behavior their criminal background includes,” ISP Direc-
tor Sam Nolen said.

Another $1.7 million is budgeted to continue livescan net-
work expansion throughout the state in fiscal year 2000. Thisisin
addition to federal funds available through the Authority for
Livescan expansion.

Authority research presented at international
conference.

Research analysts Jennifer Hiselman and Michelle Fugate were
among the participants of the 6" International Family Research
Conference in Durham, New Hampshirein July.

Hiselman presented information on the nature and extent of
family violence in Illinois based on the Authority’ s family vio-
lence data collection project funded by the Administrative Office
of the lllinois Courts. Fugate presented a briefing on the Chicago
Women's Health Risk Study, a collaborative research project
funded by the National Institute of Justice.

New publication released

The Authority launched anew publication seriesin July called
“Trends and Issues Update.” The four-page reportswill provide
an overview of important criminal justice trends and issues. The
first four issues, which will be published over the next couple of
months, are: “Trend in lllinois Crime:; 1994-1998,” The Juvenile
Justice Reform Act,” “Trendsin lllinois Drug Arrests,” and “11li-

nois Prison Population Trends.”

Authority heads for the Illinois State Fair

The Authority will once again be at the lllinois State Fair this Au-
gust, with atent easily identified by the 30-foot McGruff the
Crime Dog balloon outside. Thisyear’ stent will feature a
storybook presentation of “ A Trip to the State Fair,” which was
created by the Authority and has achild safety theme. In addition
to the Big Book, which will be presented by guest readers, there
are accompanying coloring books for children. Additional fea-
tures at the tent include anew “Play It Safe” coloring book with
McGruff and his nephew Scruff, and educational activities spon-

sored by the Illinois Coalition Against Sexual Assault.l
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Features

High-tech evidence gathering: tapping
Into the computers of criminals

odern technology has eased
the process of committing
traditiona crimeslike em-

bezzlement, identity theft, pornography,
and extortion. Creating fraudulent docu-
ments, such as false identification cards,
driver’slicenses, insurance cards, and
personal checks, has been simplified
with desktop publishing software, scan-
ners, and digital cameras. More serious
crimes, such as murder, child exploita-
tion, and illicit drug sales, also have been
linked to a computer.

“Y ou can have computer involvement
in amost any kind of criminal case,” said
Master Sgt. Jim Murray, an investigator
with the Computer Crimes Investigation
Unit of the Illinois State Police. “Even
drug dealers will use computers as reposi-
tories for information. They're
businessmen like anyone else.”

Once these crimes are brought to the
attention of law enforcement, the process
of gathering information from a com-
puter is arduous. One false move could
mean the loss of valuable evidence, and a
much more difficult, if not impossible,
case for prosecutors.

Risky business

Preservation of the electronic crime scene
requires some risky decision making: How
should a suspect’ s computer be seized?
Should a running computer be unplugged

Cristin Monti is a technical editor with the
Authority’ s Office of Public Information.

By Cristin Monti

Photo by Cristin Monti
[llinois State Police Master Sgt. Jim Murray reviews evidence
seized from computers.

from the wall, or systematically shut down
based on the unit’ s requirements? While
these details may seem minor, they could
have a significant impact on the results of
an investigation.

Investigators assume that all hardware
they encounter is rigged to destroy evi-
dence, and gingerly work their way around
each system. More seasoned criminals
may even plant booby trapsin their sys-
tems where standard commands or
procedures could instruct the computer to
destroy files.

Investigators' fears are compounded
by the fragility of computer evidence.
Cyber-crime evidence gatherers take
painstaking care when approaching their
investigations. In caseswhereasystemis
running, a photograph istaken of what is
displayed on the monitor before taking

Page 4 = Summer 1999 « THE COMPILER « Illinois Criminal Justice Information Authority

measures to shut it down. Investigators
seize the suspect’ s hardware, software,
and manuals.

Steps are taken to ensure that both
the equipment and data can be restored to
the form in which it was seized. Photo-
graphs are taken of the computer’s
internal system and its connections. The
unit also is searched for evidence of tam-
pering, which could indicate atrap or
self-destructive device.

Specially designed forensics software
isused to create a mirror image of a
computer’s hard disk drives. Once the
back-up fileis created, investigators use
other software programs to dig through the
suspect’s data— including erased, hidden,
and encrypted files— in search of evi-
dence that may be used in court.



Cracking encryption schemes presents
a challenge to computer crime investiga-
tors, even with the forensics software
available. At times, investigatorsrely on
software manufacturers for assistance.

The unique nature of computer evi-
dence means that it must be delicately
handled from the moment it is seized.
Equipment is stored in acool area away
from any magnetic field, which could af-
fect potential evidence. Also, careis
taken not to infect the computer with vi-
ruses from outside sources. Investigators
compile documents from e-mail, word
processing, database, and other software
programs, such as those that could be
used to enter another system without
authorization.

While instances where evidence is re-
covered from a computer are increasing,
investigators continue to rely on the paper
trails a perpetrator may leave behind.
“We're still apaper society,” Murray said.
“Rather than providing the only evidence
in acase, computer evidence generally en-
hances the case.”

Protecting equipment to preserve au-
thenticity isatop priority in a computer
crime investigation. In court, prosecutors
must prove that information taken from an
individual’ s computer was not modified; a
mirror image of the files was made with a
reliable mirroring process; and that the
equipment was secured throughout the in-
vestigation, minimizing chances that data
was atered.

Preserving the evidence

Proving the authenticity of computer-gen-
erated documents can be difficult. This
evidence can be edited, intentionally or
unintentionally, without leaving a trace.
Like court cases that do not involve com-
puter technology, a connection must be
made between the person and the evi-
dence. Prosecutors face the challenge of
establishing who created an electronic
document, its contents, the way in which it
was created, and that it hasn’t been altered.
“Y ou can determine what happened
and you can maybe even determine who
did it, but unless you can preserve the evi-
dence so that it isadmissible in a court of

law, it’ s not going to do you any good,”
Murray said.

Authentication can be proven with di-
rect evidence, such astestimony by the
creator of the electronic document, or with
circumstantial evidence demonstrating the
document contains information only the
creator would know.

Defense attorneys also have become
savvier in computer crime issues, giving
investigators even more reason to be
scrupulous when gathering and preserv-
ing evidence.

Training in forensic computer science
isnot yet widely available to investigators.
The Federal Law Enforcement Training
Center in Georgia, the National White
Collar Crime Center in West Virginia, and
the SEARCH group in California provide
computer evidence training to computer
specialistsin law enforcement, including
thosein lllinois. The International Asso-
ciation of Computer Investigative
Specialists also provides training.

While criminal activity involving
computer technology has existed since the
advent of the computer, the sheer number
of computer crimes exploded with thein-
troduction of the Internet, said Master Sgt.
Al Manint, executive officer of the Com-
puter Crimes Investigation Unit.

“A lot of crimesin the past were not
even brought to the attention of law en-
forcement,” Manint said. “Wedidn't
have the laws, the knowledge, or law en-
forcement training in the areato handle
these cases.”

Advancements in computer hardware
and software are seen aimost daily, and
technology to aid in crime investigationsis
improving just as rapidly. Individuals may
attempt to cover their tracks by renaming
and encrypting files, and they may store
incriminating material on removable me-
dia, like Zip disks and CD ROMs, but
investigators use their own sophisticated
software to penetrate a computer system’s
various layers and unveil hidden evidence.

“In one case, aguy created anoteto a
hit man instructing him on how to kill his
uncle, what to do with the evidence, and
how to contact him later. He never saved

the document
but | found
partsof itin
the hard
drive,”
Murray said.

Thelaw
enforcement
community
has height-
ened its
awareness of
the presence, use, and gathering of com-
puter-generated evidence in recent years.
Illinois has one of the highest numbers of
institutions and corporations dealing with
technology in the country, prompting even
more local law enforcement efforts to ad-
dress computer crime. “ This area of
criminal activity has really opened doors
of communication between law enforce-
ment and the private sector,” Manint said.

Internet casestypically lead law en-
forcement computer specialists across the
country, and at times become international
investigations. Evidence may be obtained
from a suspect’slocal computer, from
equipment owned by service providers
who may be |located in another state, and
from individuals on the other end of the
case. Local, federal, and international law
enforcement agents often collaborate in
these situations, Murray said.

Legislation on crimesinvolving
computer technology differs from state to
state, but they are more synchronized
across the United States than other
boundaries, Murray said. Especially in
cases of Internet-generated child pornog-
raphy, trying to find legislation that fits
the crime poses another challenge for in-
vestigators and prosecutors. “L egislation
hasn’t necessarily kept up with technol-
ogy,” Murray said.

Al Manint

On-line criminals are savvy

The actions of on-line child solicitorsin-
dicate a heightened awareness of methods
to secure incriminating information and
graphic images in their computers,
Murray said.

“People who commit these crimes
are familiar with computers,” he said.
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“They instruct
the child not to
save messages
and they format
information so
that itisnot
easily avail-
able”

A hacker's
intrusion to

military sites,
and bank and
credit bureau
systems may be proven with evidence
taken from his computer, but because of
underreporting, it isunclear to law en-
forcement officials how often these
crimes occur.

The theft of proprietary information
from corporate computer systems is most
often unreported, as many companies
choose not to publicize aloss of trade se-
crets, customer databases, and product
designsfor fear it will scare off investors,
Murray said. Also, confidential informa-
tion may be copied, rather than removed,
making it virtually impossible to know
datawas stolen until it istoo late.

“Any time contact can be made
through the Internet, there is a potential
for intrusion,” Murray said. “In most
cases, people are unaware they’ ve been
intruded upon. The best hacks are the
ones you never know about because you
don’t know they were there.”

Employees, not hackers, areto
blame in many data theft cases, Murray
said. Company workers often exceed au-
thorized access to obtain confidential
data. Many companies aretoo lax in the
way they protect sensitive information,
he said.

“You don't have to be a programmer
today to work acomputer,” he said. “ Soft-
ware is more user-friendly. Computers are
more user-friendly. Y ou don’t need to be
technically competent to commit acom-
puter crime, and there are alot of people
doingit.”®

Jim Murray

|dentity theft can mean big
headaches for consumers

By Todd Czapski

pionage thriller or perhaps a science

fiction novel. But identity theft —
the unlawful use of another person’s
name, birth date, or Social Security num-
ber to obtain credit, money, or goods and
services — is an all-too-common and in-
creasingly pervasive problem.

“It can happen all too easily, and it
can happen to anybody,” said Master
Sgt. Jim Murray, a computer crime in-
vestigator with the Illinois State Police.
“There' sreally very little way to pro-
tect yourself, if somebody gets your
information — and if they steal an ex-
isting account, they don’'t even need
much information.”

I t sounds like a plot device for an es-

Theft can be simple

Perpetrators of identity theft can obtain
information about their victimsin sur-
prisingly simple ways. In some cases, the
perpetrator may prey on someone whose
personal records are close at hand — a
roommate, relative, or someone em-
ployed in a household. Crooks may also
salvage vital information from discarded
receipts, financial statements, credit card
applications, or other pieces of mail.
“It’ smuch easier to assume an existing
identity that has a credit rating, and do
that successfully, thanit isto create a
brand new identity,” Murray said.

Todd Czapski isan administrative assis-
tant with the Authority’s Office of
Administrative Services.
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On the high-tech front, vital informa-
tion can beillegally intercepted through
Internet transactions. Consumers can get in-
creased security with 140-bit encryption
Web browsers, and many companies guar-
antee protected on-line transactions. Often,
however, consumers fall right into the hands
of on-line crooks. Some Web sites, for in-
stance, purportedly offer free items for
information, and request visitors to give per-
sonal information through on-line forms.

“People doit. They’re very trusting,”
Murray said. “People are alittle too trust-
ing sometimes. People will generally give
[others] way more information than they
should.” Some people arelulled into a
false sense of security because the medium
isimpersonal.

But hackers can also pore through the
databases of any of the nation’s credit re-
porting bureaus. Companies that routinely
check credit histories, such asreal estate
firms and car dealerships, have accessto
credit bureaus' databases. If printouts of this
information are not disposed of properly,
thieves have al the information they need to
wreak havoc on their unsuspecting victims
credit. This method of identity theft is par-
ticularly effective because it provides




thieves with ameans to assess the quality
of their victims' credit.

Stolen identities offer many
opportunities

Once athief has accessto avictim's per-
sonal information, the offender may do
any number of thingsinthevictim's
name: open bank accounts, apply for
credit cards, even start up abusiness.
Thieves can even set up accounts under
different addresses, making it that much
harder for victims to discover that things
are awry. Some thieves may use special
software to print up bogus checks using
real routing numbers. The fake checks
look legitimate and provide the perpetra-
tor the added cover of having his or her
own name and address on the account.

In October 1998, however, President
Clinton signed a federal law that estab-
lishes identity theft asafelony and
provides victims with the right to report
these kinds of crimesto policeand to re-
cover damages.

State laws need to be enacted as
well. For example, abill currently pend-
ing before the General Assembly would
make it a misdemeanor to use another
person’s name, birth date, or Social Secu-
rity number unlawfully or without that
person’s consent.

Attempting to clear your credit after
having your financial identity stolen can be
an arduous affair. Victims must pay out of
pocket for notarized affidavits that absolve
them from responsibility for wrongfully
incurred debts. Often, avictim must send a
separate affidavit to each creditor. More

“Sometimes it takes years to get credit
straightened out. It can really ruin some-
body in a very short period of time” —
Master Sgt. Jim Murray, lllinois State Police

Unfortunately, financial institution
verification systems are often lax. Al-
though in most cases consumers are by
law responsible for only $50 of unautho-
rized purchases, repairing blemished
credit isanother matter. “It's not so much
the charges as the credit history that
causes problems,” Murray said. “ Some-
timesit takes years to get credit
straightened out. It can really ruin some-
body in avery short period of time.”
Some creditors maintain that corporations
arethereal victimsin these cases, sinceit
isthe companiesthat ultimately must
swallow the financial losses. Of course,
consumers wind up paying for it in the
long run.

Until recently, there have been few

laws specifically prohibiting identity theft.

extensive legal assistanceis costly and
time consuming.

Authorities lack the resourcesto ac-
tively investigate and prosecute cases of
identity theft. Perpetrators often dlip
through the cracks, since identity theft is
largely a paperwork crime and therefore
hard to trace. Sometimes perpetrators can
be tracked to adelivery addressif they
have ordered items through the mail using
someone else’ s credit card. It is more dif-
ficult to track misuse of bank accounts.
Murray said he knew of one case in which
thevictim’s checks weren't used until 10
years after they were stolen.

Crimes of identity theft can be diffi-
cult to prosecute. Often thieves may
defraud victimsin different states or even
different countries, and laws vary accord-

ing to jurisdiction. “In order to have a
prosecution, you have to have avictim
who'swilling to testify in court...people
aren’t going to travel unless [they’ve
lost] asignificant amount of money,”
Murray said.

There are some steps that consumers
can take to protect themselves against
identity theft:

® Keeptrack of bill payment schedules;
familiarize yourself with the mailing dates
of credit card hills.

® Tear up or shred sensitive documents
before discarding them.

® When ordering viathe Internet, be
careful to offer information only to legiti-
mate businesses that guarantee discreet
on-line transactions.

® Check with any of the major credit
bureaus — Experian, Equifax, and Trans
Union arethe three largest — at least once
ayear to verify your credit record for
accuracy.m
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Collaborative efforts targeting Internet
crime help prevent child exploitation

The unique criminal and predatory
opportunities afforded by the
Internet have givenriseto
equally unique investigative and
prosecutorial initiatives by state and |o-
cal agenciesin lllinois.

The Illinois Attorney General’s
Internet Criminal Activity Unit (ICAU)
and the multi-agency Internet Child Ex-
ploitation Task Force are collaborative
efforts aimed at combating Internet crime
in the state.

Launched in December 1997, and
supported in part by a grant from the Au-
thority, the ICAU brought a statewide
prosecutorial approach to the criminal use
of the Internet, primarily focusing on child
sexual exploitation. The ICAU also assists
and coordinates the efforts of the Internet
Child Exploitation Task Force in combat-
ing two forms of child exploitation:
Internet child pornographers and on-line
sexua predators.

The ICAU built upon earlier efforts of
severa federa, state, and local depart-
ments, including the U.S. Postal
Inspection Service, the U.S. Customs Ser-
vice, and the Naperville Police
Department. The Internet Child Exploita
tion Task Force brought together these and
other agencies to coordinate efforts and
share knowledge on computer crime.

Staffed by two assistant attorneys
general and two specially trained investi-
gators, the ICAU conducts investigations
and also provides assistance to local juris-
dictions as they investigate and prosecute
Internet crimes. Additionally, the unit co-

Aurora Aguilar isan intern with the
Authority’s Office of Public Information.

By Aurora Aguilar

ordinates public awareness programs,
drafts legidative initiatives regarding
Internet crime, and providestraining to
prosecutors and investigators.

Computer crime institute

In conjunction with the Illinois Law En-
forcement Training and Standards Board,
the Attorney General’ s Office aso oper-
ates the Illinois Computer Crime Institute,
an education and training forum on com-
puter crimes for law enforcement officers,
prosecutors, and the general public.

Theingtitute hosts aWeb site that fa-
cilitates the exchange of information
among officials investigating and pros-
ecuting computer crimesin lllinois. The
Web site provides information and re-
sources to law enforcement and the
genera public. Members of the ICAU
also serve asinstructors at the Suburban
Law Enforcement Academy’s 40-hour
training session on computer crimein-
vestigations for law enforcement officers
and prosecutors.

The ICAU was developed in response
to the increasing amount of Internet crimi-
nal activity, the technical nature of the
offenses, and because the evidence found
in these cases required specially trained in-
vestigators and prosecutors, said Keith
Chval, assistant attorney general and
ICAU supervisor.

Prosecuting someone for on-line child
solicitation requires more sophisticated
evidence gathering techniques than cases
involving only child pornography, where
the evidence is primarily the possession of
the pornography. “From atechnical stand-
point, these investigations are more
complex,” Chval said.

Page 8 = Summer 1999 « THE COMPILER « Illinois Criminal Justice Information Authority

The ICAU and task force investiga-
tors develop cases by posing as children
on line. Pedophiles solicit the investigators
by communicating in asexualy oriented
chat room with someone they believeisa
child. In these investigations, every propo-
sition is made by the pedophile.

“We've charged over a dozen felony
offensesin thefirst year, and an entrap-
ment defense has not been raised in a
single case,” Chval said. The techniques
taught at the Suburban Law Enforcement
Academy class, and also required of mem-
bers of the task force, dictate that officers
be meticulousin alowing the pedophile to
initiate the solicitation. “It simply isn't an
issuein our cases,” Chval said.

Privacy issues

Since many Internet accounts do not ask
for much personal information from their
clients, pedophilesretain a certain amount
of anonymity until someone intervenes.
Many Internet service providersimple-
ment a privacy policy that keeps personal
information on their clients undisclosed.
However, the Attorney General’ s Office
can obtain much of the information that it
needs on a suspected pedophile through
the use of subpoenas and search warrants.
Also, when an Internet service provider re-
ceives information that a subscriber is
sending child pornography, the service
provider isrequired by federal law to re-
port the information to authorities.

“The essence of the case can usually
be found in the target’ s computer,” said
Chval. Police and investigators confiscate
equipment used to perform theillegal ac-
tivity. The analysis of information found
in computer hardware is often the final
piece of evidence that closes any defenses



to a defendant and can also lead to addi-
tional charges.

“Once one of our investigators estab-
lishes atarget, we'll obtain agrand jury
subpoenato determine the identity of the
target,” Chval said. ICAU personnel will
provide technical and legal assistanceto
investigators, participate in the execution
of search and arrest warrants, and co-pros-
ecute the case, with the pertinent state's
attorney’ s office, through to sentencing.

Unified effort

The ability to unite and coordinate the ef-
forts of the various federal, state, and local
agencies that make up the task forceis
central to its success, Chval said. As of
June, there were 32 agencies from
throughout the state participating in the
task force. Each agency devotes at |east
eight hours aweek to the investigation of
on-line predators, amounting to more than
256 hours of on-line investigation weekly.
Among the agencies are six prosecutors
offices, 10 police and sheriff’ s depart-
ments, the U.S. Postal Inspector’s Office,
the United States Customs Service, and a
child advocacy center.

The ICAU hasidentified more than
80 suspected perpetratorsin lllinois and
has consulted with similar unitsin five
states about other suspects.

Investigations by task force members
have led to more than a dozen arrests and
five convictions. The act of crossing state
lines with the intent of committing a sex
crimeisafedera offense, and several task
force cases have resulted in federal pros-
ecutions. “Thejudiciary hasrealy
recognized the seriousness of these of-
fenses and their sentences have reflected
that,” Chval said.

The ICAU was instrumental in pass-
ing legidation that takesinto consideration
changing technology and means of com-
munication. Last year, the Obscene
Communications Act was amended as the
Harassing and Obscene Communications
Act to include a section that specifically
addressed harassment by electronic com-
munications rather than just by telephone.
The amendment, drafted by Chval, made it
possible to prosecute in cases where other

Anonymity draws many to pornography on the Internet

To date, most on-line sexual offenders
charged or convicted have been middlie-
aged men with no prior criminal history.
“Pornography may have been an interest
in the past and the anonymity of the
Internet alows them to act onit,” said
Keith Chval, an assistant I1linois Attor-
ney General, about what he believes
attracts someone to committing on-line
child exploitation.

Among those who have been con-
victed in Illinois are two males, both
41-year-old armed forces veterans. They
were recently sentenced to four years
each in the lllinois Department of Cor-
rections (IDOC) for child pornography
and dissemination.

One of the perpetratorsis an alum-
nus of the Citadel who graduated with
an advanced degree. He was working as
an entrepreneur of anational communi-
cations consulting business. Heis
married and has children.

The second perpetrator is an Air
Force veteran and a divorced father of
two. He was unemployed at the time of
his arrest. Upon conviction, he was sen-
tenced to four yearsin IDOC.

Another man was sentenced to 30
monthsin IDOC for possession of child
pornography. He is a 42-year-old mar-
ried minister with no criminal history.

And a41-year-old divorced special
education teacher was charged with ag-

gravated criminal sexual abuse and sen-
tenced to 42 monthsin IDOC. He had
no previous criminal history. These are
just afew of the recent prosecutions
that the ICAU has been involved in.

“These aren’t the guys that are
creeping around in the bushes with
trench coats on. They’ re not vaga-
bonds. These are adult, professional,
well thought of, well-educated people,
and thisiswhat they are doing,” said
Detective Juliet Fabbri of the
Naperville Computer Crimes Unit,
which is member of the Internet Child
Exploitation Task Force.

Among those with a case pending
isa35-year-old married dentist with no
children and no previous criminal his-
tory. He was charged with attempted
aggravated criminal sexua abuse. Re-
cently a 57-year-old municipal director
of public workswho was avillage em-
ployee for 31 years was found guilty of
child pornography possession. Heis
married, has adult children, and no pre-
vious criminal history. Heis awaiting
sentencing.

“Predators think that they can sitin
their basements and no one is watching.
They create a situation where they feel
secure. That'samistake,” Chval said.

— Aurora Aguilar

methods of communication, such asthe
Internet were used to harass individuals.
Another wrinkle to these offenses
brought on by new technologiesiswhere a
child pornographer will take an innocent
picture of achild and “morph” itinto a
pornographic image of an adult to create a
pornographic image that is part child, part
adult. The old child pornography statute
required a picture to be of an actual child
to be prosecuted. “We couldn’t prosecute
in a situation where a pedophile possessed
these vile pictures if we couldn’t also
prove that the image was of an actual

child. Now we have an amended statute
that proscribes these sorts of images also,”
Chval said.

The past legidative session saw a
great deal of emphasis on updating exist-
ing statutes to reflect the changing realities
brought on by the Internet and other tech-
nologies. “We were thrilled with how the
legislators responded to Attorney General
Ryan’sinitiatives. We still have work to
do, but we certainly have a couple more
valuable toolsto usein our work to make
the Internet a safer place for Illinois chil-
dren,” Chval said.®

Illinois Criminal Justice Information Authority ® THE COMPILER « Summer 1999 < Page 9



Local Internet crime Investigation unit
monitors Web sites, educates community

hen the Naperville Police de-
partment formed its Internet
Crimes Unit in 1995, Detec-

tive Mike Sullivan thought he would
spend most of histime investigating
computer theft and software piracy cases.
“1 thought we were dealing with the high-
tech corridor along Highway 88,”
Sullivan said, referring to the concentra-
tion of technology groupsin that area.

But after their first case it was evi-
dent that sexual offenses would dominate
their work. Initsfour years of existence,
the computer crimes unit has concen-
trated exclusively on the prevention of
child exploitation.

Of the hundreds of investigations
that the unit has initiated, about 30 have
resulted in arrests, mostly on charges re-
|ated to the possession and
dissemination of child pornography,
sexual assault, or sexual abuse. So far,
none of the cases have goneto trial.

Most have been resolved through pless,
and several cases are still pending, said
Detective Juliet Fabbri, also of the
Internet Crimes Unit.

The work of the investigators has
brought the department’ s Internet Crimes
Unit national attention in the mediaand
from other law enforcement agencies.
Sullivan and Fabbri have assisted agencies
throughout the country with Internet
crime investigations. Together, they have
assisted in more than 300 computer crime
cases nationwide.

By Aurora Aguilar

Educational Web site

Today, the two detectives spend alot of
time sharing their knowledge on computer
crimes with other agencies and the general
public through seminars, presentations,
and aWeb site established in conjunction
with the Microsoft Corp.
(www.microsoft.com/safekids/).

The Web site education program also
has attracted international attention. Offi-
ciasin Chile had the presentation
translated into Spanish to educate their
growing population of Internet users.

“The program can be accessed from
anywhere in the world, and the manuals
and guides are there to educate the parent
more than the child,” Sullivan said.

The decision to form the Internet
Crimes Unit came in 1994 after the police
department was asked to assist the FBI on
amajor caseinvolving aNaperville resi-
dent. The investigation resulted in the
arrests of more than 60 people nationwide
for trading and selling child pornography
over the Internet.

Because of histechnical knowledge,
Sullivan was chosen to work with the fed-
era agentsin their investigation. “We
went in, searched the residence, and seized
the computer,” Sullivan said. From the
computer, the investigators extracted evi-
dence incriminating the suspect.

Shortly after that, Naperville Police
Chief David Dial decided to create a unit
to investigate computer crimesin
Naperville, and selected Sullivan to head
it. Initialy, Sullivan was the only mem-
ber of the unit, but as the number of cases
quickly grew, other investigators were
recruited.
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Four of the seven investigators who
work with the Naperville Internet Crimes
Unit are certified computer crimes investi-
gators, having completed a 40-hour course
at the Suburban Law Enforcement Acad-
emy at the College of DuPage.

The unit’sinvestigations are either
reactive or proactive. A reactive investiga
tion deals with a complaint that has been
made by someone, such as a parent or
child, who came in contact with objection-
able material. A proactiveinvestigation is
when the detectives, posing as children, go
onlinein an attempt to identify predators
attempting to solicit and seduce children.

In arecent reactive investigation,
Sullivan helped bring charges against a
Joliet resident who was having a dispute
with aneighbor and allegedly retaliated by
posting on the Internet that the neighbor’s
9-year-old daughter provided sexua ser-
vices. The neighbor’ s home phone number
and address were listed on a Web site cre-
ated by the suspect. The man recently
pleaded guilty to disorderly conduct and
harassment by phone, and received a $750
fine and 18 months probation.

Reactive investigations also include
cases where companies are hit by com-
puter hackers or viruses.

Statewide task force

The Naperville Internet Crimes Unit is
part of the multi-agency Internet Child Ex-
ploitation Task Force, whichis
coordinated by the Illinois Attorney
Genera’s Internet Criminal Activity Unit.
The task force coordinates the efforts of
local, state, and federal authorities
throughout Illinois in fighting child ex-
ploitation through the Internet.



The expertise in computer crime
gained by members of the strike force al'so
has helped smaller departments with fewer
resources. One such case involved a 14-
year-old Batavia girl and a Texas man she
met on line. The man cameto Illinoisto
meet the girl and then assaulted her at a
motel in Rochellein Ogle County. When
the case came to the attention of local au-
thorities, the Ogle County Sheriff's
Department contacted the Illinois Attor-
ney General’s Office for assistance. The
Naperville Internet Crimes Unit was asked
to assist with the investigation.

“Rochelle realized they werein way
over their heads with this case Internet-
wise, and they (Ogle County) knew there
was someone el se they could contact,”
said Fabbri. The man who pursued the girl
using the Internet was convicted of sexual
assault and sentenced to three yearsin the
[1linois Department of Corrections.

Focus on education

Fabbri and Sullivan have traveled to
schools, colleges, and businessesin Ohio,
Indiana, Minnesota, Missouri, Georgia,
and throughout Illinois as part of the pub-
lic education approach of the unit.

When talking about child victims
through the Internet, Sullivan uses an
analogy of a predator finding an unsuper-

vised child in apark. In the past, a preda-
tor might find a child at apublic place
and use toys or candy to entice them, he
said. Now they can simply use the title of
achat room to discover the child’sinter-
est and pull them into an on-line
conversation. Predators also can create
their own chat rooms that children can
visit through the Internet. Many Web
sites and chat rooms are used strictly for
sexual purposes, and thousands of chat
rooms are unmonitored and uncensored.

Recognizing the vulnerability of chil-
dren using the Internet, Sullivan contacted
Microsoft in 1997 with the idea of creating
aWeb site where children and parents
could access information that would pro-
tect them from on-line predators. Working
with Microsoft and the Illinois Attorney
Genera’ s Office, the Naperville Police
Department created an interactive educa
tional program on the Microsoft Web site.

Often, the computer crimes unit has
discovered that parents are technologically
ignorant when it comesto the Internet, and
are obliviousto its dangers. Parents also
are usually not aware of inexpensive and
simple computer software programs that
can safeguard a child’s computer.

Among these programs are the Cyber
Sentinel and Net Nanny. These are child
predator protection libraries and most can
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Detective Mike Sullivan of the Naperville Police Department | nternet
Crime Unit operates in chat rooms looking for sexual predators.

be purchased
for aone-time
fee. These pre-
cautionary
programs block
phrases, words,
and personal
information
from being ac-
cessed and
document ev-
ery screen. The
programs also can prohibit credit card
purchases, as well aslog the location and
description of anyone who sendsan e-
mail message.

Because many children are more
technically advanced than their parents,
some of these programs are “ childproof,
to the extent that they cannot be manipu-
lated without being detected. Parents are
notified by e-mail if alterations are made
to the program.

Fabbri said she was astonished by
how knowledgeable children are about
technology at such an early age. On-
line safety presentations were first
centered on fifth and sixth graders.

They found, however, that children at
that level already were aware of child
exploitation over the Internet, and many
previously had been approached. Now,
the presentations are given to fourth
graders, Fabbri said.

Affluent communities like
Naperville often are the most suscep-
tible to computer crime because of the
preponderance of computersin the
homes. Naperville is an upper-middie
class city where many children have un-
supervised on-line access, said Sullivan.
Thisfact keepsthe Internet Crimes Unit
busy, he said.

Sullivan said he expects the focus
of computer crimeto be shifted to on-
line theft in the next few years.
Electronic commerce through the
Internet, he said, will facilitate theft.
“Thieves can steal more with a pen than
with agun, but even more with a com-
puter,” Sullivan said. =
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Patrolling the information superhighway

ike so many other endeavors on the
L Internet, criminal activity isflour-

ishing. Though originally con-
ceived to serve educational, research, and
communications purposes, the Internet has
now become an avenue for criminalsto
scam, abuse, harass, and exploit people.
Thereis no question that the Internet pre-
sents a vast opportunity for criminals who
want to exploit it.

Internet expansion

A recent study by Nielsen Media Research
estimated that 70.5 million Americans, or
about athird of the nation’ s population,
areon line. Nearly half of those between
ages of 16 and 34 are using the Internet.
Mediamark Research, Inc. has reported
that 37 percent of the U.S. population 18
and over has accessto the Internet. In local
figures, Yahoo! Internet Life magazine
cited a study that showed about 18 percent
of Chicago’s population isusing the
Internet. All of these users are potential
victims of Internet scam artists.

Cyber scams

According to Internet Fraud Watch, some
of the most common on-line scams,

many of which were popular before the
Internet, but have now found a new me-
dium, include:

® \Web auctions that misrepresent prod-
uctsthat are sold: Inflated competing bids
act as an incentive because it drives up

bids by 50 percent or more. Some auction

Sal Perri isaresearch analyst with the
Authority’ s Research and Analysis Unit.

By Sal Perri

firms, such as Ebay.com, use a customer
rating system to warn of past unfavorable
activity.

® Fraudulent merchandise sdes:
Goods are never delivered or are not as
advertised.

® Mideading Internet service sales: A
person may be charged for services adver-
tised asfree, or the service advertised is
something other than delivered.

® Pyramids and multi-level marketing
schemes: Schemers make money by re-
cruiting othersto sell products or services
and then charge their recruits training or
work fees.

@ Business opportunities that seem too
good to be true: They promise big profits
with little or no work. Usually, these
schemesinvolve “investing” in abusiness
package.

® Shady work-at-home plans: Victims
pay feesto receive material to work at
home but are never sent business.

® Duplicitous advance-fee loans: Loans
are secured by afee, but the money is
never disbursed.

® Fasecredit repair: Companies
promise to clean up your credit reports,
but don't.

® Deceptive credit cards: Companies
commit to giving credit linesto people
with bad or no credit if they pay an initial
fee, but the victims never receive the
credit cards.
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Crimes against children

Because computers are popular educa-
tional tools for children acrossthe
country, many parents and law enforce-
ment officials are concerned that

children will become the most vulnerable
targets of cyber crime. The Internet pre-
sents an unmonitored medium of
unlimited potential for children to access
objectionable material.

Impact of computer crime

Federal law enforcement officials have
warned that the impact of computer
crime goes well beyond the potential loss
to an individual victim. While individual
accounts of losses are staggering, com-
puter crime affects the national economy
and security.

® North Americarepresents 27 percent
of worldwide losses to software piracy, or
$3.1 billion. The U.S. accounted for $2.7
billion of the North American losses, up
from $2.3 billion in 1996. Overall, rev-
enue losses to the worl dwide software
industry due to piracy were estimated at
$11.4 billion.?

® 208,000 laptop computers were stolen
in 1995, up 39 percent from the year be-
fore. Asmany asonein every 14 laptop
computers sold in the United States was
stolen last year.?

® For thethird straight year, financial
losses due to computer security breaches
amounted to more than $100 million. The
most serious financial losses occurred
through theft of proprietary information
for atotal of $42.5 million and financial
fraud for atotal of $39.7 million. 2



® Theactual lossesto victimized indi-
viduals and institutions of financial crimes
involving identity fraud totaled $442 mil-
lionin 1995, $450 million in 1996, and
$745 million in 1997. Moreover, officials
from various federal law enforcement
agencies said that identity fraud can be an
element of various financial crimes and
that Internet growth increases opportuni-
tiesfor criminal activity.

® Thedirect cost of high-theft crimeis
$250 million which includes the theft of
computers, peripherals, and cell phones
each year from their manufacturers,
mainly while the goods are being shipped.
Indirect costs (such aslost sales and ex-
pensive theft-reduction strategies) and
industry losses could push total losses past
$5 hillion.

Policing efforts

Cyber crimeis receiving much attention
from law enforcement agencies and pros-
ecutors. A number of entities have teamed
up to combat these crimes.

[llinois Attorney General Jim Ryan
established the statewide Internet Criminal
Activity Unit (ICAU), which also coordi-
nates the efforts of the statewide Internet
Child Exploitation Task Force. The multi-
jurisdictional effort includes
representatives from the Illinois State Po-
lice (1SP); Naperville, Des Plaines, and
Arlington Heights police departments;
DuPage County Sheriff’s Police; DuPage,
Will, and Cook County state's attorneys
offices; and the United States Postal In-
spection Service. The task force also has
consulted with several local state’s attor-
neys offices (Cook, DuPage, Gallatin,
Grundy, Kane, Kankakee, Lake,
Livingston, McHenry, and Will counties)
in litigation strategy and the drafting and
execution of computer search warrants.

Task force members monitor the
Internet for child sexual exploitation and
targets offenders who use computers to
find their victims and distribute child por-
nography. The task force and ICAU also
investigate and prosecute other criminal
mattersinvolving the Internet, such as ha-

rassment, indecent solicitation of adults,
computer tampering, and theft.

Other law enforcement agencies are
fighting the battle against Internet crime
aswell. Thelllinois State Police estab-
lished an Internet task force for proactive
and reactive case investigation and pros-
ecution. Six investigators are assigned to
the task force. Two-member teams have
been established in northern, central and
southern Illinois. Each unit has an investi-
gator for on-line crimes and a computer
evidence recovery specialist. The Divi-
sion of Internal Investigations' computer
recovery unit hired new employeesto
provide training that includes technical
assistance and guidance to the task force.
A legal advisor from the | SP provides
consultation and training in technology
law. In addition, the task force devel oped
a cooperative investigative agreement
with the attorney general, the FBI “Inno-
cent Image” program, and other federal
agencies and local prosecutors.

The Illinois Attorney Genera’s Of-
fice and the lllinois Law Enforcement
Training and Standards Board developed
the lllinois Computer Crime Institute
(ICCl), which is guided by a multi-
agency advisory board. ICCl was created
to provide computer crimetraining to in-
vestigators and also to develop aWeb site
to facilitate communication between the
investigating agencies.

The National Center for Missing and
Exploited Children (NCMEC) also strives
to prevent Internet crime. NCMEC helps
locate and recover missing children and
raises public awareness on preventing
child abduction, molestation, and sexual
exploitation. NCMEC, a private, nonprofit
organization established in 1984, operates
under a congressional mandate and works
in conjunction with the U.S. Department
of Justice, Office of Juvenile Justice and
Delinguency Prevention. Asthe nation's
resource center for child protection, the
NCMEC provides police officers with
case assistance.

The U.S. Department of Justice has
developed the National Cybercrime Train-
ing Partnership (NCTP) to work with state,
local, federal, and international law en-
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forcement agencies. The NCTP coordi-
nates a wide spectrum of resources. NCTP
will work with al levels of law enforce-
ment to develop and promote along-range
strategy for high-tech police work in the
21st century, including interagency and
interjurisdictional cooperation, and infor-
mation networking and technical training.
The Federal Trade Commission’s
Project Safebid Steering Committee con-
ducts investigations of fraudulent Internet
auction activity. The FTC is especialy in-
terested in forging tieswith local criminal
law enforcement agencies to stop scam
artists. The commission provides much of
the evidence necessary to bring criminal
cases against Internet auction con artists.

Notes:

1. BSA/SPA 1997 Global Piracy Re-
port, May 1998 - A Study conducted by
International Planning and Research Cor-
poration for the Business Software
Alliance and Software Publishers (http://
www.spa.org or http://www.bsa.org).

2. Wanted: Y our Laptop, by Michael
Meyer, Newsweek: U.S. Edition July 15,
1996, Page 42.

3. Issues and Trends: 1999 CSI/FBI
Computer Crime and Security Survey, by
The Computer Security Institute (CSl) and
the San Francisco Federa Bureau of In-
vestigation (FBI) Computer Intrusion
Squad, March 5, 1999.

4, |dentity Fraud: Information on
Prevalence, Cost, and Internet Impact is
Limited, Government Accounting Office
(GAO): Briefing Report to Congressional
Requesters, May 1998 (GAO/GGD-98-
100BR).

5. The Economic Costs and Implica
tions of High-Technology Hardware
Theft, By: J.N. Dertouzos, E.V. Larson,
P.A. Ebener , A Rand Corporation Report
1999 (MR-1070-AEA) (http://
www.rand.org/publications/
MR/MR1070/).m
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A parent’s
guide to
Internet
safety

(Reprinted with permission from
the FBI Web site: www.fbi.gov.
This information also is available
as a pamphlet from FBI field
offices. This guide was prepared
in conjunction with the National
Center for Missing and Exploited
Children:_www.missingkids.com
1-800-843-5678.)

Dear Parent: Our children are our
Nation’s most valuable asset. They repre-
sent the bright future of our country and
hold our hopesfor a better nation. Our
children are also the most vulnerable
members of society. Protecting our chil-
dren against the fear of crimeand from
becoming victims of crime must be a na-
tional priority. Unfortunately the same
advancesin computer and telecommuni-
cation technology that allow our children
to reach out to new sources of knowledge
and cultural experiencesare also leaving
them vulnerable to exploitation and harm
by computer-sex offenders. | hope that
this pamphlet helps you to begin to un-
derstand the complexities of on-line child
exploitation. For further information,
please contact your local FBI office or
the National Center for Missing and Ex-
ploited Children at 1-800-843-5678.
LouisJ. Freeh, Director
Federal Bureau of I nvestigation

Whi le on-line computer explora
tion opens aworld of possibilitiesfor
children, expanding their horizons and ex-
posing them to different cultures and ways
of life, they can be exposed to dangers as
they hit the road exploring the information

highway. There are individuals who at-
tempt to sexually exploit children through
the use of on-line services and the Internet.
Some of these individuals gradually se-
duce their targets through the use of
attention, affection, kindness, and even
gifts. These individuals are often willing to
devote considerable amounts of time,
money, and energy in this process. They
listen to and empathize with the problems
of children. They will be aware of the lat-
est music, hobbies, and interests of
children. These individuals attempt to
gradually lower children’s inhibitions by
slowly introducing sexual context and
content into their conversations.

There are other individuals, how-
ever, who immediately engage in sexualy
explicit conversation with children. Some
offenders primarily collect and trade
child-pornographic images, while others
seek face-to-face meetings with children
viaon-line contacts. It isimportant for
parents to understand that children can be
indirectly victimized through conversa-
tion, i.e. “chat,” aswell asthe transfer of
sexually explicit information and mate-
rial. Computer-sex offenders may also be
evaluating children they come in contact
with on-line for future face-to-face con-
tact and direct victimization. Parents and
children should remember that a com-
puter-sex offender can be any age or sex.
The person does not have to fit the carica-
ture of adirty, unkempt, older man
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wearing araincoat to be someone who
could harm a child.

Children, especially adolescents,
are sometimes interested in and curious
about sexuality and sexually explicit mate-
rial. They may be moving away from the
total control of parents and seeking to es-
tablish new relationships outside their
family. Because they may be curious, chil-
dren/adol escents sometimes use their
on-line access to actively seek out such
materials and individuals. Sex offenders
targeting children will use and exploit
these characteristics and needs. Some ado-
lescent children may also be attracted to
and lured by on-line offenders closer to
their age who, although not technically
child molesters, may be dangerous. Never-
theless, they have been seduced and
manipulated by a clever offender and do
not fully understand or recognize the po-
tential danger of these contacts.

This guide was prepared from ac-
tual investigationsinvolving child victims,
aswdll asinvestigations where law en-
forcement officers posed as children.
Further information on protecting your
child on line may be found in the National
Center for Missing and Exploited
Children’s Child Safety on the Information
Highway and Teen Safety on the Informa-
tion Highway pamphlets.



What are signs that your child
might be at risk on line?

Your child spends large amounts of
time on line, especially at night.

Most children that fall victim to com-
puter-sex offenders spend large amounts
of timeon ling, particularly in chat rooms.
They may go on line after dinner and on
the weekends. They may be latchkey kids
whose parents have told them to stay at
home after school. They go on lineto chat
with friends, make new friends, passtime,
and sometimes look for sexually explicit
information. While much of the knowl-
edge and experience gained may be
valuable, parents should consider monitor-
ing the amount of time spent on line.

Children on line are at the greatest
risk during the evening hours. While of-
fenders are on line around the clock, most
work during the day and spend their eve-
nings on line trying to locate and lure
children or seeking pornography.

You find pornography on your child’s
computer.

Pornography is often used in the
sexual victimization of children. Sex of-
fenders often supply their potential victims
with pornography as a means of opening
sexual discussions and for seduction.
Child pornography may be used to show
the child victim that sex between children
and adultsis“normal.” Parents should be
conscious of the fact that a child may hide
the pornographic files on diskettes from
them. This may be especialy trueif the
computer is used by other family mem-
bers.

Your child receives phone calls from
men you don’t know or is making calls,
sometimes long distance, to numbers
you don’t recognize.

Whiletalking to achild victim on line
isathrill for acomputer-sex offender, it
can be very cumbersome. Most want to
talk to the children on the telephone. They
often engage in “ phone sex” with the chil-
dren and often seek to set up an actual
meeting for real sex. While achild may be
hesitant to give out his/her home phone

number, the computer-sex offenders will
give out theirs. With Caller ID, they can
readily find out the child’s phone number.
Some computer-sex offenders have even
obtained toll-free 800 numbers, so that
their potential victims can call them with-
out their parents finding out. Others will
tell the child to call collect. Both of these
methods result in the computer-sex of -
fender being able to find out the child’s
phone number.

Your child receives mail, gifts, or
packages from someone you don’t
know.

As part of the seduction process, it is
common for offenders to send letters, pho-
tographs, and all manner of giftsto their
potential victims. Computer-sex offenders
have even sent plane tickets in order for
the child to travel across the country to
meet them.

Your child turns the computer monitor
off or quickly changes the screen on
the monitor when you come into the
room.

A child looking at pornographic im-
ages or having sexually explicit
conversations does not want you to seeit
on the screen.

Your child becomes withdrawn from
the family.

Computer-sex offenders will work
very hard at driving awedge between chil-
dren and their families, or at exploiting
their relationship. They will accentuate
any minor problems at home that achild
might have. Children may also become
withdrawn after sexual victimization.

Your child is using an on-line account
belonging to someone else.

Even if you don’t subscribe to an on-
line service or Internet service, your child
may meet an offender whileon lineat a
friend’ s house or the library. Most com-
puters come prel oaded with on-line and/or
Internet software. Computer-sex offenders
will sometimes provide potentia victims
with a computer account for communica-
tions with them.

What should you do if you
suspect your child is
communicating with a sexual
predator on line?

1. Consider talking openly with your
child about your suspicions. Tell them

about the dangers of computer-sex of -

fenders.

2. Review what ison your child’s com-
puter. If you don’t know how, ask a
friend, coworker, relative, or other
knowledgeable person. Pornography or
any kind of sexual communication can be
awarning sign.

3. UsetheCaller ID serviceto determine
who is calling your child. Most telephone
companies that offer Caller ID aso offer a
service that allows you to block your num-
ber from appearing on someone else’s
Caller ID. Telephone companies also offer
an additional service feature that rejects
incoming calls that you block. Thisrejec-
tion feature prevents computer-sex
offenders or anyone else from calling your
home anonymously.

4. Devices can be purchased that show
telephone numbers that have been dialed
from your home phone. Additionally, the
last number called from your home phone
can be retrieved provided that the tele-
phoneis equipped with aredial feature.

Y ou will also need atelephone pager to
complete thisretrieval.

5. Thisisdone using a numeric-display
pager and another phonethat is on the
same line as the first phone with the redial
feature. Using the two phones and the
pager, acal is placed from the second
phone to the pager. When the paging ter-
minal beeps for you to enter atelephone
number, you pressthe redial button on the
first (or suspect) phone. The last number
called from that phone will then be dis-
played on the pager.

6. Monitor your child’'s accessto all
types of live electronic communications
(i.e., chat rooms, instant messages,
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Internet Relay Chat, etc.), and monitor
your child's e-mail. Computer-sex offend-
ers almost always meet potentia victims
via chat rooms. After meeting a child on-
line, they will continue to communicate
electronically often via e-mail.

7. Should any of the following situa-
tions arise in your household, viathe
Internet or on-line service, you should
immediately contact your local or state
law enforcement agency, the FBI, and the
National Center for Missing and Ex-
ploited Children:

B Your child or anyonein the household
has received child pornography;

B Your child has been sexually solicited
by someone who knows that your childis
under 18 years of age;

B Your child hasreceived sexually ex-
plicit images from someone that knows
your child is under the age of 18.

If one of these scenarios occurs, keep
the computer turned off in order to pre-
serve any evidence for future law
enforcement use. Unless directed to do so
by the law enforcement agency, you
should not attempt to copy any of theim-
ages and/or text found on the computer.

What can you do to minimize
the chances of an on-line
exploiter victimizing your child?

1. Communicate, and talk to your child
about sexual victimization and potential
on-line danger.

2. Spend time with your children on-
line. Have them teach you about their
favorite on-line destinations.

3. Keep the computer in acommon
room in the house, not in your child’s bed-
room. It is much more difficult for a
computer-sex offender to communicate
with a child when the computer screenis
visible to a parent or another member of
the household.
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4. Utilize parental controls provided by
your service provider and/or blocking
software. While electronic chat can bea
great place for children to make new
friends and discuss various topics of in-
terest, it isalso prowled by computer-sex
offenders. Use of chat rooms, in particu-
lar, should be heavily monitored. While
parents should utilize these mechanisms,
they should not totally rely on them.

5. Always maintain access to your
child’ s on-line account and randomly
check higher e-mail. Be aware that your
child could be contacted through the U.S.
Mail. Be up front with your child about
your access and reasons why.

6. Teach your child the responsible
use of theresourceson line. Thereis
much more to the on-line experience
than chat rooms.

7. Find out what computer safe-
guards are utilized by your child’s
school, the public library, and at the
homes of your child’sfriends. These
are al places, outside your normal su-
pervision, where your child could
encounter an on-line predator.

8. Understand, even if your child was
awilling participant in any form of
sexual exploitation, that he/sheis not at
fault and isthe victim. The offender al-
way's bears the complete responsibility
for his or her actions.

9. Instruct your children:

= to never arrange aface-to-face meeting
with someone they met on line;

= to never upload (post) pictures of
themselves onto the Internet or on-line ser-
vice to people they do not personally know;

= to never give out identifying informa-
tion such as their name, home address,
school name, or telephone number;

= to never download pictures from an un-
known source, asthereis agood chance
there could be sexually explicit images;

= to never respond to messages or bulle-
tin board postings that are suggestive,
obscene, belligerent, or harassing;

= that whatever they are told on line may
or may not betrue.

Frequently asked questions:

My child has received an e-mail
advertising for a pornographic Web site,
what should | do?

Generdly, advertising for an adult,
pornographic website that is sent to an e-
mail address does not violate federal law or
the current laws of most states. In some
statesit may be aviolation of law if the
sender knows the recipient is under the age
of 18. Such advertising can be reported to
your service provider and, if known, the
service provider of the originator. It can
also be reported to your state and federal
legidators, so they can be made aware of
the extent of the problem.

Is any service safer than the others?

Sex offenders have contacted children
viamost of the major on-line services and
the Internet. The most important factorsin
keeping your child safe on line are the utili-
zation of appropriate blocking software
and/or parental controls, along with open,
honest discussions with your child, moni-
toring hi’her on-line activity, and
following the tipsin this pamphlet.



Should | just forbid my child from going
on line?

There are dangersin every part of
our society. By educating your children
to these dangers and taking appropriate
steps to protect them, they can benefit
from the wealth of information now
available on line.

Helpful definitions:

Internet - Animmense, global net-
work that connects computersvia
telephone lines and/or fiber networks to
storehouses of electronic information.
With only a computer, amodem, atele-
phone line and a service provider, people
from all over the world can communicate
and share information with little more than
afew keystrokes.

Bulletin Board Systems (BBSs) -
Electronic networks of computersthat are
connected by a central computer setup and
operated by a system administrator or op-
erator and are distinguishable from the
Internet by their “dial-up” accessibility.
BBS userslink their individual computers
to the central BBS computer by a modem
which allows them to post messages, read
messages |eft by others, trade information,
or hold direct conversations. Accessto a
BBS can, and often is, privileged and lim-
ited to those users who have access
privileges granted by the systems operator.

Commercial On-line Service (COS)
- Examples of COSs are America Online,
Prodigy, CompuServe and Microsoft Net-
work, which provide access to their
service for afee. COSs generally offer
limited accessto the Internet as part of
their total service package.

Internet Service Provider (I1SP) -
Examples of |SPs are Erols, Concentric
and Netcom. These services offer direct,
full accessto the Internet at aflat, monthly
rate and often provide electronic mail ser-
vice for their customers. 1SPs often
provide space on their serversfor their
customers to maintain World Wide Web
sites. Not al | SPs are commercial enter-
prises. Educational, governmental, and
nonprofit organizations also provide
Internet access to their members.

Public Chat Rooms - Created, main-
tained, listed, and monitored by the COS
and other public domain systems such as
Internet Relay Chat. A number of custom-
ers can bein the public chat rooms at any
given time, which are monitored for illegal
activity and even appropriate language by
systems operators (SY SOP). Some public
chat rooms are monitored more frequently
than others, depending on the COS and the
type of chat room. Violators can bere-
ported to the administrators of the system
which can revoke user privileges. The
public chat rooms usually cover a broad
range of topics such as entertainment,
sports, game rooms, children only, etc.

Electronic Mail (E-mail) - A func-
tion of BBSs, COSsand I SPswhich
provides for the transmission of messages
and files between computers over acom-
munications network similar to mailing a
letter viathe postal service. E-mail is
stored on a server, where it will remain
until the addressee retrieves it. Anonym-
ity can be maintained by the sender by
predetermining what the receiver will see
asthe “from” address. Another way to
conceal on€' sidentity isto use an
“anonymous remailer,” which isaservice
that allows the user to send an e-mail
message repackaged under the remailer’s
own header, stripping off the originator’s
name completely.

Chat - Real-time text conversation
between usersin a chat room with no ex-
pectation of privacy. All chat
conversation is accessible by all individu-
asin the chat room while the
conversation istaking place.

Instant M essages - Private, rea-time
text conversation between two usersin a
chat room.

Internet Relay Chat (IRC) - Real-
time text conversation similar to public
and/or private chat rooms on COS.

Usenet (Newsgroups) - Like agiant,
cork bulletin board where users post mes-
sages and information. Each posting islike
an open letter and is capable of having at-
tachments, such as graphic image files
(GIFs). Anyone accessing the newsgroup
can read the postings, take copies of

posted items, or post responses. Each
newsgroup can hold thousands of
postings. Currently, there are over 29,000
public newsgroups and that number is
growing daily. Newsgroups are both pub-
lic and private. Thereisno listing of
private newsgroups. A user of private
newsgroups hasto be invited into the
newsgroup and be provided with the
newsgroup’s address.

For more information:

Federal Bureau of I nvestigation
Office of Crimes Against Children
935 Pennsylvania Avenue, NW
Room 4127
Washington, D.C. 20535
http://www.fbi.gov
(202) 324-3666

National Center for Missing and

Exploited Children
http://ww.missingkids.com/
1-800-843-5678.1
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Technology

LEADS upgrade, digital wireless network
will soon be serving agencies in lllinois

Two major projectsin information
systems technology are under way
in lllinoisthat will help criminal
justice agencies meet the communications
challenges of the 21% Century.

Theinitial phases of amajor upgrade
to the Law Enforcement Agency Data Sys-
tem (LEADS) have been completed, and
testing for the first phase of the lllinois
Wireless Information Network (IWIN) is
under way.

The process of upgrading LEADS,
the statewide system for tracking arrest
warrants and providing other information
and servicesto criminal justice agencies
in lllinois, has already made the current
LEADS network and applications year
2000 compliant.

NCIC 2000 link

The next stages of the upgrade will estab-
lishalink with the FBI’s NCIC 2000, the
national system for sharing criminal jus-
tice information that has recently been
upgraded, and bring up to date the techno-
logical platform upon which the
30-year-old LEADS system was based.
Among the advancements with NCIC
2000 will be an improved name search ca-
pability. The new system will have
broader parameters for matching names
and birth dates, which will result in more
“hits’ for inquiries made by LEADS users.
Another feature of NCIC 2000 will be
duplicate vehicle notification. Under the
current NCIC system if multiple agencies
list avehicle as stolen and the vehicleis
recovered, only one of the entriesis can-

Information in this article was abstracted
frommaterials prepared by the lllinois
Sate Police.

celed, resulting in arecord “left hanging.”
Under the new system, NCIC 2000 will
automatically notify all agenciesthat have
entered the same vehicle whenever a
change is made to the records.

As part of the LEADS upgrade, the
new lllinois Criminal History Record In-
formation (CHRI) application became
operational in early June. The new appli-
cation isfully year 2000 compliant.

Upgraded fingerprint system

Also, the lllinois State Police (ISP) is
moving this summer to the new Auto-
mated Fingerprint Identification System,
AFIS-21. Under this upgraded system, fin-
gerprints submitted electronically using
livescan or cardscan technology will be
processed, on the average, in approxi-
mately two hours.

The FBI’ s new Integrated AFIS,
known as I-AFIS, will also become op-
erational this summer, and Illinois
system will be connected to I-AFIS. At
that point, agenciesin Illinoiswill no
longer be required to complete the FBI
fingerprint card; only the state fingerprint
card will be required.

When operationa, the Illinois AFIS-
21 will forward the fingerprint images
and demographic data electronically to
the FBI I-AFIS. A response will bere-
turned to Illinois within two hours.
Agenciesin lllinois using livescan or
cardscan technology to submit electronic
fingerprints to | SP can expect to receive
both a state and federal response within
two to four hoursin most cases.

Among the other developments that
will be part of the LEADS upgradeisa
juvenile justice tracking database. This
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application was not included in the origi-
nal design but was added after legidation
mandating its creation was passed by the
General Assembly last year. The applica
tion will be available for use around Jan.

1, 2000.

A digital wireless network

IWIN is statewide wirel ess data network
that will be available to state and local
agencies.

IWIN uses cellular digital packet data
technology (CDPD) to provide real-time,
bi-directional mobile connectivity to its
users. The system is being developed and
implemented through a partnership of the
State of Illinois, Ameritech, and Software
Corporation of America (SCA).

IWIN isbeing introduced in four
phases based on geographical region.
Phase | includes Cook and the collar coun-
ties, aswell as numerous Downstate
counties. Phase | is expected to be opera
tional thisfall and Phase IV should be
completed by the end of 2000.

IWIN does not replace the Authority’s
ALERTS mobile data terminal system,
which is used by more than 300 agencies
in the state. | SP and the Authority are con-
tinuing to work together in deploying
wireless mobile data technology. IWIN
will providelocal and state governments
with optional wireless data solutionsin ar-
eas where both networks have coverage.
ALERTS userswill continue to have the
opportunity to access LEADS viathe
ALERTS network.



Motor Vehicle Theft Prevention Council

Gov. signs law extending Council’s term

nJuly 9, Gov. George H. Ryan signed into law Public
OAct 91-85, which extends the expiration date of the

[llinois Motor Vehicle Theft Prevention Act from Jan. 1,
2000 to Jan. 1, 2004. The Illinois Motor Vehicle Theft Prevention
Council is now gathering information to develop afour-year

Statewide Motor Vehicle Theft Prevention Strategy.

Extension of the sunset clause

The Illinois Motor Vehicle Theft Prevention Act was established
in 1991. The Act requires insurance companiesto pay into a spe-
cia trust fund an amount equal to $1 for each private passenger
automobile insured for physical damage coverage. This amount,
collected and administered by the Council, totals about $5.4 mil-
lion each year. Funds are primarily designated for law
enforcement programs that increase the investigation and prosecu-
tion of vehicle theft-related crimes. The Act also created the
[llinois Motor Vehicle Theft Prevention Council, an 11-member
coalition comprised of law enforcement and insurance industry of-
ficialsto oversee the program. The Act originally was scheduled
to expirein 1996, and the expiration date was extended to Jan. 1,
2000. With Public Act 91-85, the Council will continue to operate
through 2003.

Adoption of strategy

In the past, the Council has annually developed and adopted The
Satewide Motor Vehicle Theft Prevention Strategy. The strategy
included an overview of motor vehicle theft in Illinois; discussion
of the nature and extent of the problem, and current efforts to ad-
dress the problem; resource needs; areas of greatest need within
the state; and a description of a strategy for addressing motor ve-
hicle theft, including the identification of eligible program areas.

Consistent with the statewide strategy, the Council then solic-
ited and negotiated program proposals from eligible recipients,
and ultimately decided which programsto fund. The strategy,
then, is the foundation upon which the Council’ s support of efforts
to combat motor vehicle theft is built.

The Council’ s strategy has been successful. Between 1991
and 1998, vehicle theft declined by 28 percent. More than 21,000
fewer vehicles were stolen during 1998 than in 1991.

In light of the enactment of Public Act 91-85, the Council
has begun the process of adopting a new strategy. Thisyear, the

Robert P. Boehmer isgeneral counsel of the Authority
and secretary to the Motor Vehicle Theft Prevention
Council.

[llinois motor vehicle thefts
Motor Vehicle Theft Prevention Act
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9,542 criminal investigations initiated
17,243 audits of vehicle-related businesses
50,000 [~ 5,267 arrests
1,763 convictions
11,000 stolen and contraband vehicles recovered
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Council decided to adopt afour-year, rather than an annual strat-
egy, to alow for long-range planning by the Council and its
grantees. Thisis particularly important since funding for the
Council is not expected to increase significantly, while personnel
costs arerising.

The strategy will set the framework for the funding of grant
programs until 2003. In order to adopt the strategy this summer,
the Council:

(1) hassolicited written input first to help identify issues, prob-
lem areas, and effective strategies regarding motor vehicle
theft in lllinois; and

(2) will host public hearings, organized around specific aspects
of the strategy, and based upon the written input received.
The hearings will involve brief panel presentations and dis-
cussions organized to provide input on the Council’ s strategy.
A one-hour period at the end of each hearing will be reserved
for comments from interested witnesses. Panels might cover
such topics as: the nature and extent of motor vehicle theft in
Illinais; law enforcement strategies; vehicle-related business
involvement; insurance fraud strategies, and community-
based approaches.

This approach should help the Council ensure that a broad
range of issues and topics are dealt with and that all facets of the
statewide strategy are considered. The new strategy will be de-
signed to continue the Council’ s successes in contributing to the
decline in auto thefts, saving consumers and the insurance indus-
try millions of dollars.m
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Trends

Illinois Department of Corrections
1998 adult admissions
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Illinois Department of Corrections
1998 juvenile admissions
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Illinois Department of Corrections
1998 adult population

Illinois Department of Corrections
1998 juvenile population
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