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Stealing a person’s identity is a relatively new type 
of crime, but one that is threatening to become 
epidemic as technology evolves and provides 

innovative techniques to capture victim information. 
Unsuspecting millions of Americans already have been 
exposed to this crime.

In a recent case, a computer containing personal data 
of 26.5 million veterans discharged since 1975 was 
stolen from the home of a U.S. Department of Veterans 
Affairs analyst.1 The stolen electronic files also con-
tained personal data for 1.1 million active-duty mili-
tary personnel, 430,000 National Guard members, and 
645,000 reserve members.2  The employee, who was 

not authorized to remove the computer from his office, 
was subsequently fired and the computer with the data, 
reportedly not accessed, was recovered.

Due to at least 15 major data breaches, millions of 
Americans in 2005 were also victims of large-scale 
information fraud. ChoicePoint Company sold private 
consumer data to con artists posing as legitimate ex-
ecutives, triggering a surge of identity theft disclosures 
for months. Discount Shoe Warehouse Inc. had data 
for 1.4 million consumers stolen; CitiFinancial, data 
for 3.9 million customers stolen; Bank of America, data 
for 1.2 million government workers stolen; and Master-
Card was hit by a data heist that could affect 40 million 
credit card users.3

Federal Trade Commission (FTC) Identity Theft Clear-
inghouse Data statistics indicate 685,000 consumer 
fraud and identity theft complaints were received in 
2005. Of those, 37 percent were identity-theft related, 
and consumers reported more than $680 million in 
losses from fraud.4 In 2003 the FTC estimated identity 
theft cost businesses, governments, and consumers 
more than $53 billion a year.5

Defining identity theft

The taking of a person’s identity for financial gain, 
to obtain credit or credit cards, steal money from a 
victim’s accounts, apply for loans, establish accounts 
with utility companies, rent an apartment, or find 
employment all constitute identity theft or identity 
fraud. Offenders can steal someone’s identity by using 
their social security number, birth date, address, phone 
number, or any other personal information. With this 
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information and a fraudulent driver’s license, identity 
theft can be accomplished by applying for credit. To 
avert detection, identity thieves often use their own ad-
dress and claim to have moved since credit grantors do 
not verify personal information or addresses. Once the 
thief is able to open one account, the account can be 
used with other identifiers to add credibility. 

An identity thief can gain access to personal informa-
tion in several ways. Employees of a victim’s doctor, 
accountant, lawyer, dentist, school, health insurance 
carrier, and other businesses may access personal 
information. Confidential information is in unshred-
ded utility bills, credit card slips, and other documents 
found in garbage. The Internet, mailboxes, the courts, 
and recorded public documents furnish personal data. 
If a thief gathers enough information to get someone’s 
credit report, he can steal thousands of dollars without 
a victim’s knowledge, and use a person’s identity to 
commit other crimes.

Skimming credit cards

An emerging threat is the use of a skimmer device to 
steal credit card information, which can then be used 
to make fake cards, purchase items, or provide data for 
identity theft. A skimmer, similar to a credit card reader 
commonly used in shopping malls, looks like a small 
pager with a slit for swiping cards to record personal 
information. Its memory can store data for 500 credit 
cards for computer downloading. Anyone with access 
to consumer credit cards during the course of a busi-
ness transaction can skim, and crime syndicates target 
low-wage or part-time workers to skim cards.6 

Credit card skimming is a worldwide problem whose 
annual losses exceed $1 billion. Skimming and counter-
feit credit card fraud is widespread in Europe, Asia, and 
Latin America, and is a growing problem in the United 
States.7 Small-scale skimming operations, already are 
reported to be common. In a Florida case, two servers 
skimmed a large number of credit cards from an Or-
lando restaurant and sold the data to an intermediary, 
who then sold it to Miami credit card counterfeiters.8

Figure 1

Source: Federal Trade Commission Identity Theft Victims Complaints Data released Jan. 25, 2006
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Phishing

Phishing, pronounced “fishing,” is the creation and use 
of e-mail messages and websites designed to look like 
e-mails and websites of well-known legitimate busi-
nesses, financial institutions, and government agencies. 
Internet users are deceived into disclosing bank and 
financial account information or personal data such 
as user names and passwords, and “phishers” use that 
information for criminal activities involving identity 
theft and fraud.

Most phishing e-mails include false statements that cre-
ate the impression of an immediate threat to a victim’s 
bank, credit card, or financial account. Phishing e-mail 
messages often claim an unauthorized person has been 
using the recipient’s credit card or that a recent credit 
card transaction has been declined. Some phishing 
messages promise a prize or other special benefit, but 
the objective is the same: to trick victims into disclos-
ing financial and personal data.

Some identity thieves use spamming, or mass e-mail-
ing, to send a computer message to thousands of 
users. Phishers anticipate that some recipients have 
an account or customer relationship with the legiti-

mate business or company being misrepresented, and 
therefore may be more likely to believe the message 
has come from a trusted source.9

Ultimately, people responding to phishing e-mail mes-
sages put their accounts and financial status at risk by 
providing data phishers can use to:

•   Access existing accounts of Internet users for 
withdrawals or purchase of expensive merchandise 
or services.

•   Disseminate phishing e-mail messages to more 
people via computer viruses and worms.

•   Open new bank or credit card accounts in vic-
tims’ names and use the new accounts to cash bogus 
checks or buy merchandise. If phishers open new 
accounts in the victims’ names but do not use their 
addresses, victims may not realize they have become 
identity theft targets until creditors contact them or 
they check their credit reports.10

Law enforcement authorities, businesses, and Internet 
users are observing an increase in phishing. According 
to the IBM Global Business Security Index monthly 
report, based on the work of 2,700 information security 
professionals monitoring 500,000 network systems, 
incidents of phishing attacks jumped more than 226 
percent from April to May 2005. MessageLabs Ltd., an 
e-mail security company that collects phishing statis-
tics in partnership with IBM, tracked 9,139,704 phishing 
e-mails in May 2005, topping the previous record of 
7,724,659 in April 2005.11 

Pharming

Identity thieves have developed another technologi-
cal weapon known as “pharming,” similar in nature 
to phishing. Both aim to hijack web-surfers’ personal 
information, but whereas phishing uses direct e-mail, 
pharming focuses on particular Web domains used on a 
daily basis by web-surfers accessing their registered ac-
counts. Pharming is much more difficult to prevent and 
it can affect multiple users per attack due to the high 
volume of web-surfer visits.

The simplest form of pharming targets a customer after 
he or she types a Web address into an Internet browser  
attempting to visit a Web page. The browser locates 
the Web page using the domain name service, which is 
translated into a numerical Internet Protocol address, 
and is then viewed on the web surfer’s computer. 

Figure 2 
Percent of households experiencing identity 

theft by amount lost in theft ($1 or more)

Source: Identity Theft, 2004, National Crime Victimization Survey, 
Bureau of Justice Statistics
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Pharming comes into play once the web surfer inputs 
the Web address and a server begins searching for the 
correct address. The identity thief quickly hacks into 
the server and redirects the request to a phony address 
that looks identical to real Web page.  By the time the 
web-surfer logs onto the apparently legitimate web-
site with a user name and password, the identity thief 
has already hijacked the surfer’s information. Identity 
thieves are able to deceive everyone who attempts to 
log onto a compromised website, making detection 
extremely difficult while permitting access to mass 
amounts of personal information. 

In many cases, a computer virus accomplishes the 
pharming techniques. Recently, banking and invest-
ment companies including Barclays, HSBC, Lloyds 
TSB, and NatWest were victims of a virus that was 
discovered more than 40,000 times on the Internet 
since its first appearance in February 2005. Pharming is 
rapidly becoming the most advanced and undetectable 
fraud technique.12

Spoofing

Spoofing is the telephone industry’s version of phishing. 
Identity thieves can manipulate the phone number and 
name displayed on a victim’s caller ID, allowing them 
to pose as officials from a church, bank, or court, with 
the purpose of getting social security number or other 
sensitive information from them. Spoofing does not 
require a large investment, and a number of businesses 
specialize in it, including SpoofCard.com, which sells 
cards for as little as $10 for 60 minutes of talk time. 
SpoofCard users can request that an altered male or 
female voice substitute for their own, so that although 
a thief speaks normally, the person called hears an 
altered voice. Because a legitimate institution’s name 
and phone number display on a victim’s caller ID, the 
spoofer may persuade the consumer to divulge credit 
card or other personal information, at which point the 
thief can begin fraudulent use of that information.

The American Association of Retired Persons’ alerted 
members to spoofing in its May 2006 monthly bulle-
tin, coincidentally  the same month the Federal Trade 
Commission filed its first case alleging the transmis-
sion of bogus caller ID information against a mortgage 
loan provider. One of the charges against the mortgage 
provider was that the company violated telemarketing 
rules by transmitting a phony caller ID, which made it 

impossible for consumers to stop its unwanted pitch-
es.13

Throughout the country, caller ID users are being sub-
jected to a scam that fakes a phone call from a court 
official using the official’s actual phone number on 
caller ID display. A phone-scam alert even appears on 
the website of the U.S. District Court in Washington. St. 
Thomas Orthodox Church in Fairlawn, Ohio, received 
hundreds of calls over a five-month period from people 
reporting that the church phone number appeared on 
their caller ID when a caller, who claimed he was owed 
money, asked for their bank account number.14

The Truth in Caller ID Act, passed June 6, makes it a 
crime to transmit misleading caller ID information with 
the intent to defraud or harm.

Medical identity theft

Medical identity thieves use victims’ names or in-
surance information to get medical treatment, buy 
prescription drugs, or be reimbursed by insurance 
companies for services never received. According to 
the World Privacy Forum, the perpetrators are often 
professional thieves selling pills and medical supplies 
online, but sometimes a doctor will file false insur-
ance claims for patients and non-patients. False entries 
made to health care records could mean patients might 
be treated based on someone else’s medical history. 

Discovery of medical identity theft might not occur 
until long after commission of a crime. Often discovery 
comes when a bill collector calls a victim, or when an 
insurer will not pay a bill because a thief’s claims put 
victims over their insurance limit.15

The World Privacy Forum recently issued a report 
estimating that medical identity theft in 2003 ranged 
from a minimum of about 3,500 victims to a maximum 
of almost 3.25 million victims. The best estimate is a 
quarter to a half million people have been victims of 
this crime.16

Methamphetamine and identity theft

Postal inspectors and law enforcement personnel are 
finding that identity thieves often are meth addicts. 
Postal inspectors say meth is the perfect companion 
for identity theft, because the drug enables addicts to 
stay awake for several days and provides the patience 
and energy to perform obsessive-compulsive repetitive 
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Table 1
Consumer awareness tips
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tasks, such as making counterfeit checks or stitching 
together shredded documents.17

Methamphetamine can be manufactured in small tran-
sient laboratories that move around suburban or rural 
areas, locations where addicts can more easily steal 
mail from unlocked mailboxes. Small-scale meth manu-
facturers often use stolen identities to buy drug-making 
ingredients or to pay rent without arousing suspicion. 
In 2005 in Phoenix, Ariz., which has the nation’s highest 
rate of identity theft complaints, officials first became 
aware of the identity theft-meth connection when 
laboratory raids discovered stolen mail and checks 
that had been washed with acetone, a chemical used 
to make methamphetamine. In Minnesota, meth users 
have developed a barter economy to trade items such 
as washed checks, stolen checkbooks, drugs, meth 
ingredients, and equipment.18 

A recent National Association of Counties survey of 
500 law enforcement officials determined meth abuse 
increased identity theft by 27 percent.19

Victims of identity theft

According to a 2006 Identity Fraud Survey Report 
released by the Council of Better Business Bureaus 
and Javelin Strategy & Research, in 63 percent of fraud 
cases a victim’s information was obtained from close 
associates, such as friends, family, and neighbors; from 
lost or stolen wallets, cards or checkbooks, or stolen 
mail; from breaching home computers; or from infor-
mation taken from trash.

In 63 percent of cases, the survey indicated preventing 
fraud was under the victim’s control, and consumer 
awareness was primary in preventing fraud. Statistics 
showed identity theft cost U.S. consumers 4 percent 
more in 2005 than the $54.4 billion identity theft cost 
in 2004, and that the average fraud theft amount rose 
to $6,383 in 2005 from $5,885 in 2004. But the number 
of adult Americans who experienced identity theft and 
fraud is trending downward, falling from 10.1 million in 
2003 to 9.3 million in 2004, to 8.9 million in 2005.  Data 
also indicated that younger people and lower-income 
groups are more vulnerable to identity theft fraud.

In 2005 almost half the victims themselves discovered 
their identities had been stolen, and growing consumer 
awareness has had a positive impact in averting thefts. 
In 2003 consumers  took 101 days to identify identity 

Source: Identity Theft, 2004; NCJ 212213 by Katrina Baum, 
Ph.D., National Crime Victimization Survey, Bureau of Justice 
Statistics.
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theft, but by 2005 that number fell to an average 67 
days.  The average fraud amount declined from $8,466 
in 2003 to $4,431 in 2005, and the cost of identity recov-
ery per consumer came down from $538 in 2003 to $347 
in 2005. Checking credit-monitoring reports remains 
one of the most effective ways of detecting identity 
theft, as the survey determined monitoring caught 
about 11 percent of fraud cases.20

A 2004 study by U.S. Justice Department’s Bureau 
of Justice Statistics estimated that 3.6 million, or 3 
percent, of households have been affected by identity 
theft at a cost of $6.4 billion a year. According to the 
study, 48 percent of households experienced unauthor-
ized use of credit cards, 25 percent unauthorized use of 
banking accounts, and 15 percent unauthorized use of 
personal information. The remaining 12 percent experi-
enced multiple identity thefts. 

The report stated 4.6 percent of households headed by 
persons age 18 to 24 were more likely to experience 
identity theft than others, while 1.8 percent headed by 
persons ages 65 or older were least likely to experience 
it.  Households in the highest income bracket, $75,000 
and over, were the most likely (at 5.2 percent) to be 
identity theft victims, while  rural households were less 
likely targets (2 percent), than urban households (4 
percent), or suburban households (3 percent).21

Illinois perspective

The FTC ranked Illinois 10th in 2005 of states reporting 
identity theft with 11,137 complaints and a rate of 87.3 
victims per 100,000 population.22 Similarly, the state 
ranked 10th in 2004 and 9th in 2003 in identity theft 
reporting.24 

Among Illinois cities, Chicago tallied 4,088 identity 
theft victims in 2005 and Rockford had 180 victims, but 
Chicago suburbs had much fewer incidents of identity 
fraud. Victim number have shown little fluctuation 
since 2003.  

The most frequent types of identity theft in Illinois in 
2005 included credit card fraud (26 percent), phone or 
utility fraud (21 percent), and checking/savings/elec-
tronic fund transfers fraud (15 percent). In all cases, 
only slight percentage changes occurred since 2003.

Illinois is one of six states with personal data freeze 
and security breach notification laws. Personal data 
freeze laws allow consumers to restrict access to credit 

reports and block the opening of new accounts in 
their names. Security breach notification laws require 
prompt notification when an individual’s personal re-
cords have been stolen from a company storing them.25 

In June 2005, Illinois increased penalties for identity 
theft, making it a Class 4 felony for thefts up to $300; 
Class 3 felony for offenders previously convicted of 
identity theft of less than $300, or previously convicted 
of any type of theft, robbery, armed robbery, burglary, 
residential burglary, possession of burglary tools, home 
invasion, home repair fraud, aggravated home repair 
fraud, or financial exploitation of an elderly or dis-
abled person; and a Class X felony for thefts exceeding 
$100,000.26 

Twice in the past year personal information of thou-
sands of Illinois state workers was found in dumpsters, 
prompting the legislature to make it a felony for state 
employees to knowingly discard sensitive personal 
data. The Privacy Rights Clearinghouse reported that 
more than 200 publicly disclosed cases of sensitive 
personal data were lost or stolen in 2005 and during the 
first 6 months of 2006, the majority of which involved 
federal, state or local agencies. Since the beginning of 
2005 the personal data of 88 million people was ex-
posed due to security breaches.27

The future

Creation of the Identity Theft Hotline, 1-866-999-5630 
(TTY: 1-877-844-5461), by  the Illinois Attorney Gen-
eral’s Office is intended to assist the criminal justice 
system in the investigation, arrest, prosecution, and 
conviction of identity thieves. The hotline provides vic-
tims one-on-one assistance in reporting identity theft to 
local law enforcement and financial institutions, repair-
ing their credit, and helping prevent future problems. 
Statistics indicate 61 percent of identity theft victims 
do not notify the police. Illinois requires police depart-
ments to take an identity theft report from a victim, but 
in other states 9 percent of victim reports are not taken 
by police.28 

A new threat to consumer information involving gangs 
recently was uncovered. The first major study of Chica-
go area gangs by the Chicago Crime Commission found 
that although gangs generate most of their money from 
illegal drugs, some are getting into crimes such as mort-
gage fraud and identity fraud and theft.29 In response to 
this growing threat to the public, government officials 
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seek to enhance detection, public awareness, citizen 
outreach and education, and criminal justice system 
training in this area. In the private sector, the response 
has been for businesses and organizations that process 
consumer data to focus on upgrading security methods 
to safeguard consumer information. 
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